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- SYUBH WLAN(Wireless Local Area Network) 20|l Q= 2= C|HIO|A &= AP(Access Point)E &3l &415HH,

IP(Internet Protocol) A E MAC(Media Access Control) TA 2 B3| == ARP(Address Resolution Protocol) 2E & 7%

« ARP Cache Table® O|- &%} ARP Spoofing 20| &lA O|R20{X|1 US

«  ARP Spoofing®| Al I LtOt7} Sniffing, DoS(Denial-of-Service), MITM(Man-In-The-Middle) §2| 30| &g = QIS
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« oA PCRt 77| 2He| oAl S

P =24 MAC T2 P =24 MAC T2
192.168.1.1 aa-aa-aa-aa-aa-aa 192.168.1.20 | bb-bb-bb-bb-bb-bb
192.168.1.30 CC-CC-CC-CC-CC-CC 192.168.1.30 CC-CC-CC-CC-CC-CC

Victim AP

IP Address : 192.168.1.20 IP Address : 192.168.1.1
MAC Address : bb-bb-bb-bb-bb-bb MAC Address : aa-aa-aa-aa-aa-aa
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« ARP Spoofing &4 1tH

P =2 MAC =2 P =4 MAC =2
192.168.1.1 aa-aa-aa-aa-aa-aa 192.168.1.20 | bb-bb-bb-bb-bb-bb
192.168.1.30 CC-CC-CC-CC-CC-CC 192.168.1.30 CC-CC-CC-CC-CC-CC

Victim AP
: (((l)))
IP Address : 192.168.1.20 IP Address : 192.168.1.1
MAC Address : bb-bb-bb-bb-bb-bb MAC Address : aa-aa-aa-aa-aa-aa

IP 192.168.1.202]
MAC &2+ cc-cc-cc-cc-cc-cc YL C}

IP 192.168.1.12]
MAC =2 & cc-cc-cc-cc-cc-cc YL Tt

[P Address : 192.168.1.30
MAC Address : cc-cc-cc-cc-cc-cc
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« ARP Spoofing@ £ 213t MITM

P =2 MAC =2 P =2 MAC =2
192.168.1.1 CC-CC-CC-CC-CC-CC 192.168.1.20 CC-CC-CC-CC-CC-CC
192.168.1.30 CC-CC-CC-CC-CC-CC 192.168.1.30 CC-CC-CC-CC-CC-CC

Victim AP
((T))
IP Address : 192.168.1.20 IP Address : 192.168.1.1
MAC Address : bb-bb-bb-bb-bb-bb MAC Address : aa-aa-aa-aa-aa-aa

IP 192.168.1.202]
MAC FA= cc-cc-cec-cc-cc-cc YL CH

IP 192.168.1.12]
MAC FA = cc-cc-cc-cc-cc-cc Y LT

[P Address : 192.168.1.30
MAC Address : cc-cc-cc-cc-cc-cc
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 Problem Statement

VMO| BridgeEEZ ME2 OSE M4

root@0penWrt:~# arp -a
IP address

HW type
Dx1
Bx1l
Bx1
Bx1
Dx1
Bx1
Bx1
Bx1
Dx1

Al, AP2| ARP TableO{|A VM| MAC A7} Ot S AEQ| MAC FAE LIE}

HW address
63:
ef:
:36:
63:
15:
f1:
=dl5 -
88:36:
:08:

f8:
oo :

88

f8:
ac:
a4a:

el

dc

3f:
ba:
bcC:
3f:
ta:
28:
Se:
6BcC:

af:

WEELS

Device
br-lan
etho.2
br-lan
br-lan
br-lan
etho.z
etho.2
br-lan
br-lan

Lt
d
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 Problem Statement

« ARP Spoofing2@ 2 QI ARP Tablel| #H3}2t VMO Z QISt ARP Tablel| H3tE 72T & QIS

= HA

ARP Spoofing Virtual Machine

P =2 MAC =2 P =2 MAC =2
IS AF | 192.168.1.20 | cc-cc-cc-ce-ce-cc HAE | 192.168.1.40 | cc-cc-cc-ce-ce-cc
SAAE | 192.168.1.30 | cc-cc-cc-ce-ce-cc DAE | 192.168.1.30 | cc-cc-cc-ce-ce-cc




Intrusion Detection System

Assoclist " ARP Cache Table ” DHCP Table
® MAC Address @ |P Address
H| 0 H|

® MAC Address

=1 8%
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Assoclist

= jwinfo wlanQ/wlan1 assoclist
= M OIE{H|O| A(IEEE 802.11)0f| X HZAEl ALEXIS WE(MAC, A2 M7 §)E 21 UAS
= VM EHZ A, VM2 MAC A7} LIEFLEX| &

(=]
=]

root@ipenwWrt:~# 1winfo wlan® assoclist; iwinfo wlanl assoclist
C4:98:80: -72 dBm / unknown (SNR -72) 2550 ms ago
R¥X: 24.8 MBit/s 193 Pkts.
T¥: 216.0 MBit/s, VHT-MCS 5, 48MHz, WHT-NSS 2 126 Pkts.
expected throughput: 54.8 MBit/s

88:36:6C: -45 dBm / unknown (SNR -45) 40 ms ago
RX: 2 MBit/s, MCS 20MHz 183677 Pkts.
TX: 2 MBit/s, MCS 7, 20MHz 398054 Pkts.
expected throughput: 34.3 MBit/s

7
7

2.
2.
cte

FB:63:3F: -55 dBm / unknown (SNR -55) 4310 ms ago
R¥: 130.8 MBit/s, MCS 15, 20MHz 11281
T¥: 115.6 MBit/s, MCS 13, 20MHz 17739
expected throughput: 43.4 MBit/s

11



m2XE 1Y

ARP Table
= cat /proc/net/arp

= ARP EAIE Q3 =2|H FA(IP Address)2t E2|H FA(MAC Address)2| HEE

= VM EH A, VM| MACFLAII ZAEQ

| MACEAE LIEHE

root@lpenWrt:~# cat /proc/net/arp
IP address

HW type
Ox1
Bx1
Ox1
Gx1
Ox1
0xl
Ox1
Ox1
Ox1
Bx1
Ox1
Gx1

JELE
Ox2
Bx2
Qx2
Ox2
Ox2
Ox2
BxB
Ox2
Ox2
Bx2
Qx2
Ox2

CtH
=

al

Device
br-lan
ethe.2
br-lan
br-lan
ethe.2
br-lan
br-lan
br-lan
br-lan
ethe.2
br-lan
ethe.2

12
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- DHCP Table
= cat /tmp/dhcp.leases
- DHCP AfB{7} 20| AE0A| IS Y MBS M3 Table

= |P MAC, Device Name S & £ 92

= VM ZZH A, VM| MAC FA471 BEHo =2 LIEHE

] —

runtwnpenwrt -# cat tmp,dhcp 19 ses
59 : : 1.191 KHH 81:c4:98:80:
VM : 4 06 : 192.168.1.181 kali *
~ A 5905 G 3T: 1972 5.1.161 DESKTOP-28NKI1C 01:f8
2 E O = " 147 160 B T8 I 3 -
59 : : i 120 DESKTOP-JVAOPPM 01:88




Intrusion Detection System

Assoclist

MAC RSSI

bb-bb-bb-bb-bb-bb  74dBm

CC-CC-CC-CcC-CC-CC  -47dBm

n
>

O®MAC Address

H|

ARP Cache Table

MAC IP

Ccc-cc-cc-cc-cc-cc 192.168.1.20

Ccc-cc-cc-cc-cc-cc 192.168.1.30

n
>

@IP Address

H|

DHCP Table

IP MAC

192.168.1.20 bb-bb-bb-bb-bb-bb

192.168.1.30 cc-cc-cc-cc-Ccc-CcC

®MAC Address =X S5

14




CC-CC-CC-CC-CcCc-CC
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— <
. A|AHI AME
Intrusion Detection System
Assoclist ARP Cache Table DHCP Table
MAC RSSI MAC IP IP MAC
bb-bb-bb-bb-bb-bb  74dB " | cc-cc-cc-ce-cc-cc 192.168.1.20 " | 192.168.1.20 bb-bb-bb-bb-bb-bb
" |®OMAC Address| @IP Address
H| H|
-47dBm CC-Ccc-cc-cc-cc-cc  792.168.1.30 192.168.1.30 cc-cc-cc-cc-cc-cC

®MAC Address =X S5

15




Intrusion Detection System

Assoclist

MAC RSSI

bb-bb-bb-bb-bb-bb  74dBm

CC-CC-CC-CcC-CC-CC  -47dBm

n
>

O®MAC Address

H|

ARP Cache Table

MAC IP

Ccc-cc-cc-cc-cc-cc 792.168.1.20

Ccc-cc-cc-cc-cc-cc 792.168.1.30

H|

n
>

DHCP Table

n|sixt ; HIAE OS

1P MAC T

7192.168.1.20 bb-bb-bb-bb-bb-bb
@IP Address|

7192.168.1.30 cc-cc-cc-cc-cc-cc

OH

®MAC Address =X S5

HXt / SAE 0OS

16




Intrusion Detection System

Assoclist

MAC RSSI

bb-bb-bb-bb-bb-bb  74dBm

CC-CC-CC-CcC-CC-CC  -47dBm

n
>

O®MAC Address

H|

ARP Cache Table

MAC IP

CC-CC-CC-CCc-CcCc-cC 792.168.1.20

CC-CC-CC-CC-CC-CC 792.168.1.30

n
>

@IP Address

H|

DHCP Table

s Xt /s AIAE OS

1P MAC T

7192.168.1.20 bb-bb-bb-bb-bb-bb

7192.168.1.30 cc-cc-cc-cc-cc-cC

v

®MAC Address =X S &2

ZAX} / SAE OS

17




Intrusion Detection System

~ Assoclist __ ~__ ARP Cache Table DHCP Table
oishxt / AIXE OS

MAC RSSI MAC I2 1P MAC T
CCoCCmcecece " | cc-cc-cc-cc-cc-cc  192.168.1.20 > | 792.168.1.20 bb-bb-bb-bb-bb-bb

cc .cc cc-cc-ce-cc -47dBm | pMAC Address o @IP Address |
H| H| o

CC-CC-CC-CC-CC-CC 1792.168.1.30 7192.168.1.30 C€C-CC-CC-CC-CC-CC

v
ZAX ) SAE 0OS

t |

®MAC Address =X S &2

18
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s OpenWrt

BusyBox v1.30.1 () built-in shell (ash)

OpenWrt 19.07.2, rle947-65030d381f3

root@penwWrt:~# |

19



» JY " Al statusOf| OFFE ZEIF #I|EX| RS

DESKTOP - JVAOPPM
JYS

=d devices : :

20
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« AL ELHE Z2OH

= VM ®ZE A, StatusO] VMt SAEQ| HHE EAIB) &

Device MName Connection Time Continuous Time (second)

EZIESPiTDP—28PJPiIIIZZZ HOST : 92:19:19 157
kali | VM 37 §2:19:19 157

DESKTOP-JVAGPPM i

Number of connected devices

21



IP Addre MAC Addr
EHEREE
fa8:63:3f:
f8:63:3f:

Device Name

EESHTDP—?BI"JHI 1C
kali
DESKTOP-JVAGPPM

Connection Time

Continuous

Time (second)

36
36
9

22



Terminal Sessions View X server Too

ce.sh
! monitoring.py
| seize.py

& Tools

Scp N Macros

B2 Remote monitoring

[ Follow terminal folder

Servers  Tools  Games Sessions  View Spit  MutExec Tumelng Packages

s Games Help

y =2 @

MAC Address Device Name Status Connection Time
f8:63:3f:1b DESKTOP - 28NKI 1€ 2020-06-17 07:00:07

88:36:6c:f9: DESKTOP - JVAOPPM 2020-06-17 07:00:07

X O

Xserver  Exit

Continuous Time (second)

6
6

23
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